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Enerji Sektérinde Guncel Konular #7

Enerji Sektorinde Siber Guvenlik

Bilisim teknolojileri araciidiyla enerji tesislerinde yurutilen faaliyetler izlenip
denetlenebilmekte, arz edilen ve tiketilen enerji miktarlarina ait veriler
toplanarak piyasada ©6ngord olusturulabilmektedir. Bu nedenle, enerji
sistemlerinin fiziki gvenligi yaninda bilisim guvenliginin saglanmasi da dnem
arz etmektedir. Bu yazimizda, enerji sektord dzelinde siber gtivenlik konusunu
ve Turkiye'de mevcut olan hukuki ¢erceveyi inceledik.

1. Enerji Sektorinde Siber Guvenlik Kavramlari

Enerji sistemleri gunumuzde Uretim ve sanayide oldugu kadar bireylerin gindelik yasantilarinin da vazgegilmez
bir parcasini olusturmaktadir. Diger bircok sektor ile butdnlesik yapisi dikkate alindiginda enerji sistemlerinde
meydana gelecek aksamalar toplumsal olarak buyuk zararlara yol acabilecek potansiyele sahiptir. Bu sebeple,
enerji sektord, kritik altyapt barindiran sektérler arasinda kabul edilmektedir. Kritik altyapilar “isledigi
bilginin/verinin gizliligi, batanlagi veya erisilebilirligi bozuldugunda can kaybina, biydk dlgekli ekonomik zarara,
ulusal guvenlik aciklarina veya kamu dizeninin bozulmasina yol acabilecek bilisim sistemlerini barindiran
altyapiart” olarak tanimlanmaktadir.!

Siber guvenlik ise, genel olarak, siber ortamda yer alan bilgileri istismar etmek, bozmak, degistirmek, sistemlere
erisimi engellemek ya da zarar vermek amaciyla gerceklestirilen saldirlari énleme veya bunlara karsi savunma,
aglarin ve altyapinin kullanilabilirligini ve batinlugidnt ve bunlarin icerdigi bilgilerin gizliligini koruma yetisini
ifade etmektedir.? Buna gére, siber givenlik tanimi gizlilik, buttnlik ve erisilebilirlik boyutlarini barindirmaktadir.
Enerji sistemleri ¢zelinde ise, gizlilik; bilgiye yalnizca Uretim, iletim, dagitim sirket personeli ve tuketicilerin
ulasabilmesi; batunluk; gerilim, frekans, elektrik guct, yuk akisi ve faturalandirmaya iliskin  bilgilerin
degistiriimemesi, bozulmamasi ve yok edilmemesi; erisilebilirlik ise sektdrde rol alan aktorlerin belirli bir hiyerarsi
icinde bilgiye erismesi anlamina gelmektedir.

Enerji sektorinde faaliyetlerin bir veya birden fazla merkezden izlenmesini bazen de yodnetilmesini saglayan
cesitli yonetim ve kontrol sistemleri mevcuttur. EndUstriyel kontrol sistemleri olarak anilan bu sistemler,
uygulanmakta olan mevzuatta da genel hatlariyla tanimlanmistir.# Bunlar arasinda en sik tercih edilen sistem
olarak bilinen Veri Tabanl Kontrol ve Gozetleme Sistemi (“SCADA") ¢ne cikmaktadir> Bu sistemlerin

! Ulusal Siber Guvenlik Stratejisi ve Eylem Plani (2020-2023), s. 9.

2 Uluslararasi Enerji Ajansi tarafindan hazirlanan 2021 tarihli “Enhancing Cyber Resilience in Electricity Systems” adli rapor ("UAE
Raporu”), s.8. Erisim Tarihii 9 Adustos 2023. URL: https://iea.blob.core. windows.net/assets/0ddf8935-be23-4d5f-b798-
3aad1f32432f/Enhancing_Cyber_Resilience_in_Electricity_Systems.pdf

3 Aydin, Hakan & Bariskan, Mehmet & Cetinkaya, Ali. (2021). Siber Guvenlik Kapsaminda Enerji Sistemleri Guvenliginin
Degerlendiriimesi. Guvenlik Bilimleri Dergisi, 10, s. 154-155.
4 Yonetmelik (bu makalede tanimlandigr sekilde) Madde 1'e gére endUstriyel kontrol sistemleri “enerjinin dretilmesi, enerji saglayan

hammaddelerin islenip tiiketime hazir hale getirilmesi, enerjinin iletim veya daditum katmanlart aracligi ile aktarimast gibi stireglerin
izlenmesini, yonetilmesini saglayan, isletim sistemleri ile ¢alisan yonetim ve kontrol sistemlerini” ifade etmektedir.

> ENISA (European Network and Information Security Agency) tarafindan hazirlanan 2011 tarihli “Protecting Industrial Control
Systems” adli rapor, s.1. Erisim Tarihi: 11 Adustos 2023. URL: https://www.enisa.europa.eu/publications/protecting-industrial-
control-systems.-recommendations-for-europe-and-member-states



fonksiyonu, en yalin ifadeyle, gercek zamanli verileri toplamak ve islemek, cihazlarla dogrudan etkilesim kurarak
olay kayitlarini tutmaktir. Ginumuzde enerji tesisleri enddstriyel kontrol sistemleri ile donatiimis olup bu sayede
veriler kolaylikla toplanabilmekte ve enerji piyasalarinda arz talep dengesi acisindan guvenilir tahminlerde
bulunulabilmektedir.

2. Siber Guvenligin Enerji Sektorindeki Onemi

Enerjinin ulagim, aydinlatma gibi gunltk hayatin pek cok alaninda daimi bir ihtiyag olma niteligi dolayisiyla,
enerji tesislerinin islevlerini kesintisiz olarak sdrdurmesi bUyuk 6nem arz etmektedir. 2022 yilina iliskin
veriler uyarinca, enerji sektértne karsi su ana kadar 403 siber saldinnin gerceklestigi ve her bir saldirinin
ortalama 4.72 milyon dolar zarara yol actigi tespit edilmistir.®

Siber saldirilar sonucu yasanan hizmet kesintisi kisa sureli dahi olsa saglik ve ulagsim gibi pek ¢cok temel hizmetin
aksamasina sebep olabilmektedir.” Ornegin, 2021 yilinda gerceklesen Colonial Pipeline saldinsinda dogal gaz
iletim sistemlerinde basing artisi olusturularak borular islevsiz hale getirilmistir. Bu nedenle devre disi kalan
akaryakit kara yolu ile transfer edilmistir.? Saldin neticesinde yerel halk panik halinde benzin stoklamak tzere
benzin istasyonlarina hucum etmis ve bu durum karsisinda benzinin fiyati tlkede son dénemin en yuksek
seviyelerine ulasmistir.®

Siber saldirilar, ginlik yasantinin yani sira enerji piyasalarinin isleyisine de olumsuz etki edebilmektedir. Elektrik
piyasasinda gun oncesi ve sonrasl tahminler yapilmakta, s6z konusu tahminlere esas teskil eden veriler ise
santrali donatan bilisim sistemlerinden alinmaktadir. Bu sistemlere yénelik bilgiyi degistiren veya yok eden
saldirilar  gerceklestirildiginde enerji arz talep dengesi bozulabilecek ve sistemde dengesizlikler
olusturabilecektir. Ayrica, Uretim, iletim ve dagitim altyapilarinin birbiri ile i¢c ice olmasi sebebiyle bu
altyapilardan birinin zarar gérmesi halinde enerji altyapilarinin timu etkilenebilmektedir. Ornegin, 2015 yilinda
Ukrayna'da bir tedarik sirketine yapilan siber saldin sonucunda zararli yazilim araciligiyla SCADA sistemlerine
erisilmis ve trafo merkezleri gugten kesilmistir.® O gin 3 MWh elektrik arz edilememis ve yasanan elektrik
kesintisi sonrasinda Ulke 1 ila 6 saat streyle karanhiga gomulmustar. Iran'da bulunan bir nukleer santrale
duzenlenen Stuxnet saldirisinda ise santrifljlere enerji saglayan elektrik akim frekanslarinda dalgalanmalar
meydana getirilerek santrifijlerin patlamasina yol acilmis ve buna bagli radyoaktif zararlar meydana gelmistir.™

Tum bunlardan hareketle, enerji sektértinde siber gtvenligin oynadidi kritik rol nedeniyle, ilgili otoriteler kadar
sektorde faaliyet gosteren yatirimcilar tarafindan da saldirilarin énlenmesi, saldiri aninda ve sonrasinda gerekli
aksiyonlarin en kisa strede alinabilmesi icin uygun bilisim altyapisinin kurulmasi ve duzenli olarak kontrol
edilmesi hayati 6Gnem tagimaktadir.

3. Turkiye'de Eneriji Sistemlerinin Siber Guvenligine iliskin Hukuki Cerceve

Her sektorde oldugu gibi enerji sektérinde de artan dijitallesme siber tehditleri beraberinde getirmekte ve bu
dogrultuda devletler siber guvenlik stratejileri olusturmaktadir. Buna yonelik olarak, Turkiye'de siber gtvenlik
alaninda 1999 yilindan itibaren giinimuze kadar birgok eylem plani olusturulmustur. Gtncel olarak ise, 2020/15
Sayili Cumhurbaskanligr Genelgesi™ uyarinca Ulastirma ve Altyapi Bakanligi tarafindan hazirlanmis olan 2020-
2023 dénemlerini kapsayan Ulusal Siber Guvenlik Stratejisi ve Eylem Plani ("Eylem Plani”) uygulanmaktadir.

6 "Cyber Attack Statistics to Know in 2023". Erisim Tarihi: 9 Agustos 2023. URL: https://parachute.cloud/cyber-attack-statistics-data-
and-trends/
7 UEA Rapory, s.9.

“Colonial  Pipeline Ransomware Attack: Everything You Need To Know". Erisim Tarihi: 9 Agustos 2023. URL:
https://www.zdnet.com/article/colonial-pipeline-ransomware-attack-everything-you-need-to-know/

0 "Pipeline  Attack VYields Urgent Lessons About U.S. Cybersecurity”. Erisim Tarihii 9 Agustos 2023. URL:
https://www.nytimes.com/2021/05/14/us/politics/pipeline-hack.html
E 2015 Ukraine Power Grid Hack”. Erisim Tarihi: 9 Agustos 2023. URL: https://en.wikipedia.org/wiki/2015_Ukraine_power_grid_hack

n "Stuxnet (2010)". Erisim Tarihi: 9 Agustos 2023. URL: https://cyberlaw.ccdcoe.org/wiki/Stuxnet_(2010)
29 Aralik 2020 tarihli ve 31349 sayili Resmi Gazete'de yayimlanmistir.



Eylem Plani'nda, enerji sektérinun de sayildig kritik altyapr sektorlerinin siber gtvenliginin saglanmasina
yonelik ilke ve hedefler belirlenmis, ilgili kurum ve kuruluslarin bu amag¢ dogrultusunda duzenlemeler ve
uygulamaya yonelik calismalar yapmasi gerektiginden bahsedilmistir. Eylem Plani'nda belirlenen hedefler
arasinda kritik altyapilarin siber guvenliginin 7/24 korunmasi, kritik altyapr sektorlerinde dudzenleme ve
denetlemeye dayali siber guvenlik yaklasiminin gelistiriimesi ve siber olaylara mtdahale amaciyla proaktif siber
savunma anlayisinin gelistiriimeye devam edilmesi sayllmaktadir. Bu cercevede, elektrik, dodal gaz ve petrol
piyasalarinda siber guvenligin saglanmasina yonelik calismalar Enerji Piyasasi Duzenleme Kurumu (“EPDK")
tarafindan ydrattulmektedir. Haziran ayinda yayimlanan Enerji Sektérinde Siber Guvenlik Yetkinlik Modeli
Yonetmeligi® ("Yonetmelik”) ile yine Temmuz ayinda yayimlanmis olan Enerji Sektortinde Kullanilan Endustriyel
Kontrol Sistemleri Icin Guvenlik Analiz ve Test Usul ve Esaslan™ siber guvenlik amaciyla saglanacak asgari
standartlari ve kontrol esaslarini dizenlemektedir.

Yonetmelik ile, onceki diuzenlemelerden farkli olarak, ana kontrol basliklar, sektorel kritiklik dereceleri,
uygulama ve denetim hususlan detayli olarak ortaya konulmustur. Bununla birlikte, Yonetmelik uyarinca;

) elektrik piyasasinda iletim ve dagitim lisansi ve gegici kabull yapiimig ve isletmedeki kurulu gucu
100 MWe ve Uzeri lisansa sahip her bir elektrik Gretim tesisi sahipleri,

. dogal gaz piyasasinda boru hatti ile iletim yapan dogal gaz iletim lisansi sahibi, sevkiyat kontrol
merkezi kurmakla yukumlu dogal gaz dagitim lisansi ve dogal gaz depolama lisansi sahipleri
(LNG, yer alti) ve

o petrol piyasasinda ham petrol iletim lisansi ile rafinerici lisansi sahipleri

yakdmld kurulus olarak tayin edilmistir. Organize Sanayi Bolgesi dagitim ve dretim lisansi sahipleri ise
Yonetmelik kapsami disinda tutulmustur.

Ote yandan, Yonetmelik enerji alt sektorlerinde lisans sahibi olan bircok kurulusu kapsam déhilinde saymakta
ise de, Yonetmelik ile henuz sadece elektrik ve dogal gaz dagitim sektorleri icin modeller belirlenmistir. Bu
sektorler ozelinde ilgili modeller cercevesinde 6ngordlen yukumlulikler Yonetmelik'in Resmi Gazete'de
yayimlandigi tarihte yararlige girmistir. Bununla beraber, elektrik ve dogal gaz dagitim lisansi sahipleri disinda
kalan lisans sahiplerinin Yonetmelik kapsamindaki ydkamldltkleri, bu sektorlere iliskin model calismalarn
tamamlandiktan ve EPDK tarafindan yayimlandiktan sonra uygulama alani bulacaktir.*®

Yetkinlik modeli G¢ temel yetkinlik seviyesinden olusmaktadir. YakumlU kuruluslanin sahip olmasi gereken
yetkinlik seviyeleri parametreleri EPDK tarafindan sektorel kritiklik dereceleri ile tespit edilecek ve belirlenen
kritiklik dereceleri yukumlu kuruluglara tebli§ edilecektir. Kritiklik derecelerine gore ise yukumlu kuruluslarin
yerine getirmesi gereken ana kontrol bagliklar belirlenecek, yuktimld kurulusun yine bu baslklar kapsaminda
belirlenen tamamlama stresi sonunda altyapisini kontrol basliklari ile uyumlu hale getirmesi gerekecektir.

YUkumld kuruluslanin yetkinlik modeline uyumlulugu ise Ug asamall bir denetime tabi olacaktir. Buna gore; ilk
asamada kurulusun kendi ig kaynaklariyla kendisini denetledigi "6z denetim/ fark analizi" denetimi, ikinci asamada
EPDK'nin belirledigi sartlara uyan firma ve personeller tarafindan gerceklestirilecek olan “sektérel denetim” ve

nihayet Uclinct asamada ise EPDK'nin 6z kaynaklari ile gerceklestirilecek “kurum denetimi” bulunmaktadir.

Yonetmelik tahtinda yudkdmldluklerin ihlali halinde uygulanacak yaptinmlara iliskin - ¢zel bir hukim
bulunmamaktadir. Bu nedenle, yaptinm tdrd ve miktarlar her bir yakamld kurulus icin faaliyet gosterdikleri
piyasalarin ana kanunlarinda 6ngérdlen hukumlere gore tayin edilecektir.

6 Haziran 2023 tarihli ve 32213 sayili Resmi Gazete'de yayimlanmistr.

B 16 Temmuz 2023 tarihli ve 32250 sayili Resmi Gazete'de yayimlanan EPDK'nin 11956 sayili ve 13 Temmuz 2023 tarihli Karari ile
yararltge girmistir.

EPDK sik¢a sorulan sorular: https://www.epdk.gov.tr/Detay/Icerik/3-0-57/sektorel-bilgi-guvenligi.



4.  Sonug

Kritik altyapr olarak enerji sektord, giderek dijitallesen enerji sistemleriyle birlikte artan siber guvenlik tehditlerine
maruz kalmaktadir. Siber saldirilar sonrasi artan farkindalik ile beraber enerji sistemlerinin bilisim gavenligi
hususu Turkiye dahil pek ¢ok dlkenin giindeminde yer edinmistir. Bu dogrultuda, Turkiye'de elektrik, dogal gaz
ve petrol sektorleri 6zelinde uygulanacak standartlar ve kontroller EPDK tarafindan yurttdlmektedir. Haziran
ayinda yayimlanan Yonetmelik, enerji sirketlerine yonelik siber tehditleri tespit etmek, dnlemek ve bu tehditlere
mudahale etmek Uzere kapsamli bir cerceve sunmakta ve elektrik, dogal gaz ve petrol piyasalarinda faaliyet
gosteren lisans sahibi kuruluslar agisindan cesitli yakumltlukler 6ngérmektedir. Sirketlerin Yonetmelik'teki
yUkumluluklere riayet etmesi sadece isletilen enerji tesisleri icin degil tum ulusal sebeke ve enerji altyapisinin
entegre oldugu tedarik zinciri ve bireylerin giindelik hayatlari agisindan buytk énem tagimaktadir.
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Current Topics in the Energy Sector #7

Cybersecurity in the Energy Sector

Information technologies enable monitoring and controlling of energy
facilities" operations, collecting data on supply and consumption and
creating market forecasts. Therefore, it is as important to ensure the
information security of energy systems as to ensure their physical security. In
this article, we review cybersecurity in the energy sector, and the legal
framework in TUrkiye.

1. Cybersecurity Concepts in the Energy Sector

Energy systems today constitute an indispensable part of the quotidian life of individuals as well as the
production and industrial sectors. Considering its integrated structure with many other sectors, disruptions in
energy systems have the potential to cause significant damage to the society. For this reason, the energy
sector is recognized among the sectors of critical infrastructure. Critical infrastructures are defined as
"infrastructures that host information systems that can cause loss of life, large-scale economic damage, national
security vulnerabilities or disruption of public order when the confidentiality, integrity or accessibility of the
information/data they process is disrupted".!

Cybersecurity, in general, refers to the ability to prevent or defend against cyber-attacks, aimed at exploiting,
disrupting, modifying, preventing access to, or damaging information in cyberspace, and to protect the
availability and integrity of networks, infrastructure and the confidentiality of the information contained
therein.? The cybersecurity definition consists of the aspects of confidentiality, integrity and availability. In the
context of energy systems, confidentiality refers to ensuring that only generation, transmission, distribution
company personnel and consumers have access to information; integrity refers to preventing the alteration,
corruption and destruction of information on voltage, frequency, electric power, load flow and billing; and
accessibility refers to ensuring that actors in the sector have access to information within a certain hierarchy.?

The energy sector utilizes various management and control systems that enable operations to be monitored,
and sometimes managed, from one or more centers. These systems, referred to as industrial control systems,
are defined in general terms in the applicable legislation.* The Supervisory Control and Data Acquisition

! National Cybersecurity Strategy and Action Plan (2020-2023), p.9.

2 "Enhancing Cyber Resilience in Electricity Systems" (“IEA Report”) report dated 2021 prepared by the International Energy
Agency p.8. Date of Access: 9 August 2023. URL: https://iea.blob.core.windows.net/assets/0ddf8935-be23-4d5f-b798-
3aad1f32432f/Enhancing_Cyber_Resilience_in_Electricity_Systems.pdf

3 Aydin, Hakan & Bariskan, Mehmet & Cetinkaya, Ali. (2021). Siber Glvenlik Kapsaminda Enerji Sistemleri Guvenliginin
Degerlendirilmesi. Guvenlik Bilimleri Dergisi, 10, p. 154-155.
4 According to Article 1 of the Regulation (as defined in this article), industrial control systems are defined as "management and

control systems operating with operating systems that enable the monitoring and management of processes such as the
generation of energy, the processing of raw materials that provide energy and making them ready for consumption, and the
transfer of energy through transmission or distribution layers".


https://iea.blob.core.windows.net/assets/0ddf8935-be23-4d5f-b798-3aad1f32432f/Enhancing
https://iea.blob.core.windows.net/assets/0ddf8935-be23-4d5f-b798-3aad1f32432f/Enhancing

System ("SCADA") is known to be the most frequently utilized system.> The function of these systems, in the
simplest terms, is to collect and process real-time data, interact directly with devices and keep records of
occurrences. Today, most energy facilities are equipped with industrial control systems, enabling data to be
easily collected and reliable forecasts to be made in terms of supply and demand balance in energy markets.

2. The Significance of Cybersecurity in the Energy Sector

Energy is among the primary necessities of individuals such as in transportation, lighting and many other areas
of daily life. In this respect, it is of great importance that energy facilities continue to function uninterruptedly.
According to data for 2022, 403 cyber-attacks have so far taken place against the energy sector, with each
attack resulting in an average loss of 4.72 million dollars.®

In the event of a cyber-attack, even for a short period of time, many essential services such as health and
transportation can be disrupted.” For instance, in the Colonial Pipeline attack in 2021, the pipes were rendered
dysfunctional by the creation of a pressure surge in natural gas transmission systems, and the disabled fuel
had to be transferred by road.® As a result of the attack, the local population rushed to gas stations to stock
up on gasoline in a panic, and the price of gasoline skyrocketed to the highest level in the country of the
recent years.’?

Cyber-attacks can have a negative impact on daily life as well as on the functioning of energy markets. In the
electricity market, the data that constitute the basis for day-ahead and day-after forecasts are obtained from
the information systems that power plants are equipped with. When these systems are subjected to attacks
that alter or destroy information, the energy supply and demand balance may be disrupted and imbalances
may occur in the system. Furthermore, if a damage occurs in one of these components, it can easily affect the
others and ultimately, the infrastructure as a whole due to the intertwined nature of the generation,
transmission and distribution infrastructures. To give an example, in 2015, as a result of a cyber-attack on a
supply company in Ukraine, SCADA systems were accessed through malware and substations were cut off
from power. ' On that day, 3 MWh of electricity could not be supplied and the country was plunged into
darkness for 1to 6 hours after the blackout. In the Stuxnet attack against a nuclear power plant in Iran,
fluctuations were caused in the electric current frequencies that provide energy to centrifuges, causing
centrifuges to explode and resulting radioactive damage.”

In light of these facts, due to the critical role played by cybersecurity in the energy sector, it is of vital
importance for the relevant authorities as well as the investors operating in the sector to establish and regularly
monitor the appropriate IT infrastructure in order to prevent attacks and to take the necessary actions as soon
as possible during and after the attack.

3. Legal Framework for Cybersecurity of Energy Systems in Turkiye

As in every sector, increasing digitalization in the energy sector entails a growing number of cyber threats,
which in turn leads states to formulate cybersecurity strategies. In this regard, many action plans have been

The Report dated 2011 and titled “Protecting Industrial Control Systems" prepared by ENISA (European Network and
Information  Security Agency), p.l. Date of Access: 11 August 2023. URL: https://www.enisa.europa.eu/
publications/protecting-industrial-control-systems.-recommendations-for-europe-and-member-states

6 "Cyber Attack Statistics to Know in 2023". Date of Access: 9 August 2023. URL: https://parachute.cloud/cyber-attack-statistics-
data-and-trends/
! IEA Report, p.9.

“Colonial Pipeline Ransomware Attack: Everything You Need To Know". E Date of Access: 9 August 2023. URL:
https://www.zdnet.com/article/colonial-pipeline-ransomware-attack-everything-you-need-to-know/

? "Pipeline Attack Yields Urgent Lessons About U.S. Cybersecurity”. Date of Access: 9 August 2023. URL:
https://www.nytimes.com/2021/05/14/us/politics/pipeline-hack.html

0 "2015 Ukraine Power Grid Hack.” Date of Access: 9 August 2023. URL: https://en.wikipedia.org/wiki/2015_Ukraine_power_
grid_hack

n "Stuxnet (2010)". Date of Access: 9 August 2023. URL: https://cyberlaw.ccdcoe.org/wiki/Stuxnet_(2010)



developed in the field of cybersecurity in Turkiye since 1999. At present, the National Cybersecurity Strategy
and Action Plan (“Action Plan”) covering the period 2020-2023, prepared by the Ministry of Transport and
Infrastructure in accordance with the Presidential Circular No. 2020/15", is being implemented.

The Action Plan sets out principles and objectives for ensuring the cyber security of critical infrastructure
sectors, also including the energy sector, and calls for the relevant institutions and organizations to work on
regulations and implementation towards this end. The objective set in the Action Plan include protecting the
cybersecurity of critical infrastructures on a 24/7 basis, developing a cybersecurity approach based on
regulation and supervision in critical infrastructure sectors, and continuing to develop a proactive cyber
defense approach to respond to cyber incidents. In this regard, the Energy Market Regulatory Authority
("EMRA") is actively engaged in initiatives to enhance the cybersecurity within the electricity, natural gas and
petroleum markets. The Regulation on Cybersecurity Competency Model in the Energy Sector™ (the
"Regulation”), published last June, along with the Security Analysis and Testing Procedures and Principles for
Industrial Control Systems Used in the Energy Sector™, published in July, regulate the minimum standards and
control principles for cybersecurity.

Compared to the previous regulations, the Regulation sets out the main control headings, sectoral criticality
levels, implementation and audit issues in more detail.

According to the Regulation, the responsible entities are:

) in the electricity market, transmission and distribution license holders as well as owners of each
operational power plant with an installed capacity of 100MWe or above that has undergone
provisional acceptance,

. in the natural gas market, natural gas transmission license holders engaged in pipeline
transmission natural gas distribution license holders responsible for establishing a dispatch
control center, and natural gas storage license holders (LNG, underground), and

. in the petroleum market, crude oil transmission and refinery license holders.

On the other hand, Organized Industrial Zone distribution and generation license holders are excluded from
the scope of the Regulation.

Although many entities holding licenses in various energy subfields fall within the scope of the Regulation,
only the control models for the electricity and natural gas distribution have been included under the Regulation
while EMRA is currently in the process of developing models for other sectors. The obligations envisaged for
these sectors within the framework of the relevant models came into effect on the date of publication of the
Regulation in the Official Gazette. However, except for electricity and natural gas distribution license holders,
other entities’ obligations under the Regulation will come into effect once the model studies for these sectors
are finalized and published by EMRA '

The competency model comprises three fundamental competency levels. The parameters for these
competency levels, which the responsible entities should meet, shall be determined by EMRA based on the
criticality level of each sector, and afterwards EMRA shall notify the criticality levels to these entities. Depending
on the criticality levels, main control categories that responsible entities must adhere to shall be determined,
and following the targeted completion period stipulated for each heading, responsible entities shall ensure
that their infrastructure complies with the requirements set forth under the relevant main control categories.

12 Published in the Official Gazette dated 29 December 2020 and numbered 31349.

B Published in the Official Gazette dated 6 June 2023 and numbered 32213.

1 Entered into force by EMRA's Decision No. 11956 dated 13 July 2023 and published in the Official Gazette dated 16 July 2023
and numbered 32250.

& EMRA frequently asked questions: https://www.EMRA.gov.tr/Detay/Icerik/3-0-57/sektorel-bilgi-guvenligi



Compliance of responsible entities with the competency model shall undergo a three-stage audit. Accordingly;
the first stage involves an “internal audit/gap analysis” to be conducted by the responsible entities by using
their own resources, followed by a second stage, where a “sectoral audit” is to be performed by firms and
personnel meeting the conditions determined by EMRA, and finally in the third stage, there is an “institutional
audit” to be conducted by EMRA's internal resources.

The Regulation does not provide specific provisions with regard to administrative sanctions to be imposed in
case of a breach of the obligations. Hence, the type and amount of fines will be determined in accordance
with the provisions stipulated in the primary legislations of the energy markets in which they operate.

4.  Conclusion

The energy sector, classified as a critical infrastructure, is exposed to growing cybersecurity threats due to the
increasing digitalization of energy systems. Following the cyber-attacks, the issue of information security for
energy systems has gained prominence on the agendas of many countries, including Tarkiye. In this regard,
EMRA conducts the standards and controls to be applied in electricity, natural gas and petroleum sectors in
Turkiye. The Cybersecurity Competency Model Regulation published in June provides a comprehensive
framework for detecting, preventing, and responding to cyber threats and imposes obligations on the license
holders in the electricity, natural gas and petroleum markets. Compliance with these obligations in the
Regulation is essential not only for the operational energy facilities but also for the entire national grid and the
integrated supply chain of energy infrastructure and the daily lives of the individuals.
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